TERMS OF REFERENCE
Position: 

ICT Consultant (ICTC)
Type of Contract:
Individual Contract
Location:

Sofia

Planned duration: 
12 months

Desired Start Date: 
1 October 2011 
I. BACKGROUND
Further to the completion of the the last UNDP Country Programme 2006-2009 for Bulgaria, the UNDP Country Office was closed down at the end April 2010.  As of 1 May 2010 UNDP is present in Bulgaria through a Project Management Office (PMO), which was established to finalize remaining UNDP programme portfolio until 2013. In addition to that, the UN House was closed down in June 2010 and the UNDP PMO moved to new office premises. With the closure of the UN House (ending also the provision of IT common services for UN House agencies by UNDP) and the establishment of a small UNDP PMO staffed with 8 people, the need for a full-time ICT Support Associate ceased and the post was abolished.

Based on the recommendation of an ICT Advisory mission, conducted in April 2011, a decision was taken to outsource the provision of ICT support and services for the PMO to an Individual Contractor as this option is more cost-efficient and better adapted to the PMO needs.
II. OBJECTIVES OF THE ASSIGNMENT

Under the guidance and direct supervision of the Head of Office, the ICT Consultant provides ICT services to the UNDP PMO, supports the implementation of ICT management systems and strategies, provides technical support to users of information management tools and technology infrastructure.  The main objectives of the ICT Consultant include:

Servers’ maintenance including regular OS updates, regular checks of system logs and report of any potential issues, their impact and probability;

Performance of data and AD backup, maintenance of backup logs, regular testing of data restore;

AD maintenance including provisioning/deprovisioning of user accounts, maintenance of user groups and security settings;

Workstation maintenance including regular OS updates, monitoring of antivirus software updates, incident reporting to office management;

Troubleshooting problems with local servers, workstations and other IT equipment within predefined timeframes;

Provision of advice with regard to hardware and software upgrades, staff training and planning IT related purchases.

III. SCOPE OF WORK
1. Implementation of ICT strategies and introduction/implementation of new technologies:
· Compliance with corporate information management and technology standards, guidelines and   procedures for the CO technology environment.

· Provision of inputs to elaboration of internal policies and procedures on the use of ICT. Elaboration of the content of internal Standard Operating Procedures in ICT in consultation with office management.

· Development and update of the ICT annual plan.

· Provision of support to the use of Atlas (UNDP’s implementation of PeopleSoft ERP) functionality for improved business results and improved client services.

2. Effective functioning of the CO hardware and software packages
· Provision of advice on maintenance of equipment and acquisition of hardware supplies, making routine repairs and change of hardware electronic components.

· Supervision of the implementation of corporate UNDP systems.

· Development of new software packages for high impact results (e.g. office management system, electronic registry, etc) as required. 

3. Networks administration

· Operation of network utility procedures defining network users and security attributes establishing directories, menus and drive-mappings, configuring network printers and providing user access. Ensure that the UNDP desktop and network resources are protected from malicious virus attacks and deploy countermeasures in the event of the attacks

· Trouble-shooting and monitoring of network problems.

· Response to user needs and questions regarding network access.

· Maintenance of up-to-date parameters of information for the network clients and electronic mail.

· Implementation of backup and restoration procedures for local drives. Maintenance of backup logs. Organization of off-site storage of backups. 

· Maintenance of measures in place for business continuity and disaster recover processes and procedures including backup and restoration of both server and local storage facilities.

· Timely LAN Infrastructure and Internet connectivity upgrade to meet UNDP requirements.

4. Provision of web management services

· Identification of the opportunities and ways of converting business processes into web-based systems to address the issues of efficiency (office management system, donor profile software, knowledge management systems).

· Creation and maintenance of the CO web site and intranet ensuring that the content is updated and meets the requirements of UNDP.

IV. TERMS FOR PROVISION OF THE SERVICES/TIME REQUIRED
In view of the need for a discontinued proper functioning of the PMO, the ICT consultant is expected to provide efficient and effective response to PMO requests for ICT support as follows: 

· Within 24 hours for services related to equipment maintenance

· Within 2 hours for trouble-shooting related to operation of the network.

It is expected that the Incumbent will dedicate at least 7 hours per week to the implementation of his/her duties. Some tasks could be performed remotely.

V. TERMS OF PAYMENT
The incumbent shall be paid a lump sum on a monthly basis for each month worked. 
VI. QUALIFICATIONS REQUIRED
· University computer science education or 3 years experience in IT support

· Microsoft Windows Vista/7/Server installation, configuration and troubleshooting skills 

· Microsoft Office installation and configuration

· Experience in systems and network monitoring and troubleshooting

· Experience in Windows user accounts maintenance 

· Software and hardware troubleshooting skills

· Working  with OS images is an advantage

· Knowledge of printers, scanners, fax, beamers and other peripheral ICT equipment 

· People skills: communicativeness, building relationships, team work 

· Excellent reporting skills 

· Experience in similar donor-funded programs is an advantage  
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